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FOREWORD
Analytics and data are said to underpin Singapore’s development towards 
a Smart Nation. For companies, being able to effectively analyse and make 
sense of the avalanche of data is fundamental to predicting what will happen 
next in order to make smarter decisions and improve business outcomes. 
Experts believe that data and analytics provide enormous opportunities to 
help companies expand their business, reduce costs, increase efficiency, 
improve quality, and facilitate the greater participation in global commerce. 
With the new Internet of Things (IoT) phenomenon expected to grow quickly, 
it will be more challenging for companies to deal with the massive amounts 
of structured and unstructured data that will come to light. But as companies 
accumulate an increasing mountain of data in the course of business, they 
face increasing risks of the information landing in the wrong hands, such as 
through internal leaks and cyber attacks by hackers. 
Cybersecurity has grabbed headlines in recent years with several high profile 
cases locally and globally. A hacker attack in late 2014 on Sony Pictures 
Entertainment resulted in emails and files of unreleased Sony films being 
leaked. In October 2014, reports surfaced that hackers had breached the 
accounts of more than 70 million customers of the lender JPMorgan Chase. 
In Singapore, nearly 1,600 SingPass accounts were accessed illegally in 
June 2014, while in September, hackers leaked details of more than 300,000 
customers of the karaoke chain Kbox. Since 2013, there has also been a 
string of hacking incidents on Singapore government websites, including that 
of the Prime Minister’s Office. 
Governments are now paying more attention to this developing phenomenon. 
Singapore, for instance, has set up a Cyber Security Agency and appointed 
a cabinet minister to be in charge of cyber security.
Against this backdrop, our three organisations believe there is merit in 
contributing to the eco-system by equipping corporate decision makers with 
the necessary insights to understand the hottest issues relating to analytics 
and cybersecurity. With this in mind, we have invited contributions from 
industry and academia to bring together the thought leaders in the critical 
issues of analytics and cybersecurity. Their inputs have resulted in this toolkit 
aimed at directors and senior management in corporates and SMEs, as well 
as business advisors at large. We are grateful for the contributions of DBS, 
Deloitte, EY, KPMG, PwC as well as colleagues from our two participating 
universities in this publication. We hope you will find this to be a useful 
resource for your business.





Professor of Accounting 
and Dean, School of 
Accountancy, Singapore 
Management University
Assoc Prof Lee Pui Mun
Associate Professor and 
Dean, School of Business, 
SIM University
August 2015   
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PROLOGUE
As global marketplace becomes increasingly complex, analytics may provide 
enterprises with important capabilities to derive insights from data. This may 
help enterprises to make more effective and timely decisions and allow them 
to create a competitive edge for themselves. With several on-going public 
and private sector initiatives on analytics, the high level of interest in analytics 
is clearly evident in Singapore. The interest in analytics may have gathered 
momentum after Singapore announced its vision to transform itself into a 
Smart Nation that is underpinned by data and analytics.
While data and analytics are crucial in developing a Smart Nation, one must 
not forget the importance of protecting IT infrastructure. Major challenges 
relating to cybersecurity include how to securely authenticate who is coming 
into the network and identification of anomalies occurring in enterprises’ 
networks in real time. 
Enterprises may need to optimise their data collection and analytics efforts 
to detect and defend against cyber intrusions. As cybersecurity challenges 
continue to grow, with new threats expanding exponentially and with greater 
sophistication, enterprises may have to increase their understanding of 
readiness and vulnerabilities — as well as their views on big data cybersecurity 
analytics — versus reality.
As editors of this book, we brought together authors to answer important 
questions such as what are analytics and cybersecurity and why are they 
important? How do you implement analytics and cybersecurity? Whom and 
what important implementation lessons we can learn from? Our objective is 
to bring forth issues in academic and professional literature on analytics and 
cybersecurity for further study and discussion.
This book is organised as follows.
Chapters 1-6 focus on ‘ABCs of Analytics’.  In Chapter 1, you will learn that 
there is increasingly a shift in mind-set towards data driven decision making 
in accounting departments. Accountants may move beyond optimising 
accounting function to transforming the enterprise, particularly in areas such 
as internal audit, external audit and, risk and fraud detection.
Chapter 2 highlights the importance of proper planning and executing 
analytics projects. It proposes an Aspect-Oriented Business Analytics 
Framework that emphasises critical aspects such as business, data and 
analytics that should be considered when planning business analytics and 
big data initiatives. 
Chapter 3 describes key elements of analytics led transformation journey for 
Finance, along with a few simplified illustrative examples of how Finance can 
use analytics to partner Business to identify potential areas of value creation.
In Chapter 4, you will learn that a data-focused approach may allow Internal 
Audit functions to identify issues, target risks and allocate resources more 
effectively. Enterprises should consider a more real-time and end-to-end data 
driven Internal Audit model that may allow them to move from simply auditing 
around historic risks to monitoring and pivoting based upon prospective risks. 
Chapter 5 explores how risk analytics may be a critical capability in developing 
and sustaining a competitive edge especially at a time when risk issues affect 
business strategy more than ever. 
Chapter 6 examines how forensic data analysis may provide the ability to 
comprehensively look through large data sets and spot unusual patterns or 
anomalies that are otherwise invisible. This may enhance fraud detection 
activity as enterprises can do more in managing fraud risks through such 
effective anti-fraud technique.
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Chapters 7-12 describe how organisations may formulate their cybersecurity 
strategy. In Chapter 7, you will learn that business managers and executives 
need to play a larger and more direct role in managing cybersecurity. The 
chapter introduces various cybersecurity concepts and offers a conceptual 
framework on cybersecurity strategy.
Chapter 8 advocates an appropriate cyber risk management programme 
should be one of many components of the organisation’s IT governance 
process that covers the overall business risk environment that feeds into its 
enterprise-risk management framework.
Chapter 9 highlights analytics may allow organisations to derive deeper 
intelligence from their data-sets. When applied to cybersecurity, the actionable 
insights provided should allow them to detect and stop potential breaches 
faster and more efficiently. 
Chapter 10 raises an important issue of adopting a risk-initiated approach to 
anticipate as much as possible the scenarios in which a cybersecurity breach 
might occur. Enterprise ought to strive to reduce the time lapse between the 
breach and detection to limit the potential damage arising from a successful 
attack.
Chapter 11 highlights cybersecurity is becoming a top-of-mind issue for 
most boards, and directors are becoming more pre-emptive in evaluating 
cybersecurity risk exposure as an enterprise-wide risk management issue 
and not limiting it to an IT concern. 
Chapter 12  points out that cyber crimes and attacks are becoming increasingly 
common and enterprises should be prepared to detect and respond to cyber 
incidents when they happen. It is vital for enterprises to understand digital 
forensic principles and procedures that may aid investigations, as well as 
enable a better understanding of threats faced.
We are pleased to be a small part of this collaboration between CPA Australia, 
SMU School of Accountancy and SIM University. We thank the contributing 
authors for their support in this project. We hope you, the readers, find this 
collection of articles thought-provoking and useful in your pursuit of analytics 
and cybersecurity.
Gary Pan FCPA (Aust.), Seow Poh Sun FCPA (Aust.) and  
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FROM DATA ANALYSIS 
TO INTELLIGENT 
ACCOUNTING:  
IMPACT OF ANALYTICS 
ON ACCOUNTING 
FUNCTION
Gary Pan and Seow Poh Sun, Singapore Management University
Background
In May 2011, an article published in MIT Technology Review suggested effective 
data analysis might create new business opportunities as technologies were 
converging to offer companies more power to detect what their users might 
want (Gomes, 2011). It is obvious that data analysis is not a new concept, in 
fact, it’s been around for decades. Interestingly in the last two to three years, 
we have seen many companies asking what is analytics and why the hype. 
Whether it is data analysis, data analytics or business analytics, the truth of 
the matter is that analytics is getting a lot of attention. So if data analytics 
is not new, why is analytics so big now? There are three main reasons: 
Advancement of analytical tools; abundance of structured and unstructured 
data; and increasing dominance of a data-driven mind-set. 
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With the availability of advanced analytical tools and technologies, 
analytics allows business executives to seek timely and relevant data, 
which enables them to make better business decisions, grow revenue, 
maximise organisational efficiencies, and manage risk and compliance. The 
advancement in analytical tools certainly plays a key role in supporting data 
visualisation, statistical analysis and text mining among other capabilities.
In terms of data availability, companies typically focus on data that are stored 
in a structured form (e.g., spreadsheets, databases and so on) that can be 
queried using structured query language. While the analyses on structured 
data offer significant insights, they apparently cover only 20 per cent of the 
data held on company computer systems. Approximately 80 per cent of the 
company’s data are stored in an unstructured form which does not lend itself 
to conventional analysis. These unstructured data may include employees’ 
electronic mails, telephone conversations and many others. 
So with substantial untapped unstructured data, the major decision lies in 
whether to allocate resources to mine unstructured data in order to analyse 
patterns of behaviour and establish relevant links between individuals and 
activities to extract valuable insights into business activity. With the availability 
of advanced analytical applications today to keep pace with increasing 
data volumes, as well as business and regulatory complexities, the most 
effective analytical strategy may be to integrate available structured and 
unstructured data, and then perform data analytics that will help gain deeper 
business insights. For instance, one may leverage data from electronic mail 
conversations and social media sites, and combine insights gained from these 
(unstructured) sources with official (structured) records and transactions in 
traditional databases and spreadsheets. In other words, integrate social 
media, electronic mail, free-text and other unstructured data sources into 
traditional analyses that historically rely on only numerical information. The 
mining and visual analytical tools would help to highlight anomalies derived 
from the multi-dimensional attributes within the dataset.
Most importantly, there is increasingly a shift in mind-set towards data driven 
decision making especially in accounting departments. Analytics is a way 
to glean deeper insights into the internal and external forces that influence 
the company’s performance. With data-driven decision making culture, there 
is opportunity for accountants to move beyond optimising the accounting 
function to transforming the enterprise. For instance, by analysing deeper 
into performance metrics such as resource productivity, debt recovery and 
inventory turnover, accountants may gain insights to their businesses and 
integrate business processes as part of a broader enterprise transformation. 
Analytics has impacted accounting activities in several major areas such as 
internal audit, external audit and, risk and fraud detection.
Internal audit
Typically, the role of an internal audit function is to identify fraud, improve 
processes and control-monitoring, and promote policy compliance. In 
particular, internal audit has an important role to play in fraud prevention. 
This is especially so when fraud has been a persistent threat for Singapore 
companies, affecting more than one in four companies in Singapore. To make 
matters worse, the frequency of fraud occurrence continues to rise over the 
past few years. The KPMG-SMU 2014 Singapore Fraud Survey reports that 
29 per cent of the survey respondents indicated at least one fraud incident 
had occurred in their organisations as compared to 22 per cent in the 2011 
survey. The survey also finds that internal fraud has risen since 2011 and 
remains the most significant threat. 58 per cent of the fraud incidents reported 
in 2014 were perpetrated by employees as compared to 47 per cent in 2011.
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Major organisations have begun to carry out continuous auditing across the 
organisation so as to minimise operational risks and costs, and optimise 
efficiency. Continuous auditing is the collection of audit evidence and 
indicators by an internal auditor on processes, transactions, and controls on a 
frequent basis (Miklos and Chan, 2011). Internal audit capability is enhanced 
by analytics in the following ways: automation of risk monitoring activity; 
auditing a full data population, rather than sampling, and analysing data 
patterns across multiple transaction processing systems; and continuous 
monitoring for policy infringements. An example of continuous auditing activity 
is the assessment of controls around vendor setup to prevent payment to 
fictitious vendors by focusing on the potential of authorised users performing 
unauthorised business activities. 
Overall, analytics contributes to internal audit activities in the following ways: 
(1) ability to analyse 100 per cent of the data at a much shorter time as 
compared to manual review; (2) real time red flags can be identified with the 
use of continuous monitoring; (3) range of exposure can be broadened and 
the ability to uncover new patterns of fraudulent behaviour is increased. Data 
analytics has become more predictive and could enhance fraud prevention 
activities; and (4) reduce unnecessary cost by identifying inefficient and 
ineffective business activities. 
External audit
Large public accounting firms typically focus on the impact that data analytics 
will have on how external audits are planned and conducted in key business 
processes, including order-to-cash, procurement-to-pay, inventories, fixed 
assets, journal entries and etc. An advantage for using analytics is that as 
the auditing environment and standards have become increasingly complex 
and demanding, this implies more effort and hours will have to be invested 
when conducting audits. A well-implemented audit plan with embedded data 
analytics could minimise the hours and improve overall efficiency. For example, 
analytics tools extract data from tables in organisations’ enterprise resource 
planning systems. Data are processed using a list of routines that analyse 
the entire population. Analytics supplement or even replace much of the 
manual test work performed, and hence allow auditors to use the incremental 
capacity on other key risk areas. Furthermore, audit firms are increasingly 
expected to provide thought leadership and industry expertise. As a result, 
analytics may be a useful tool to analyse organisations’ performance data in 
greater depth which may produce fresh ideas or new perspectives. 
Auditors are also increasingly using data analytics to conduct journal entry 
testing. Financial statement frauds often involve fraudulent manual journal 
entries such as back-posting journal entries, hiding/obscuring entries, 
manipulating earnings, reserves and revenue, quarter-to-quarter timing 
issues, and subverting approvals. Manual journal entries can be easily used 
by management and employees to manipulate the numbers on the financial 
statements. As a result, much emphasis has been placed on journal entry 
testing. Such entries could possibly be entered in a company’s accounting 
system on any day of the year by its employee, which makes it difficult and 
tedious to identify any potential fraudulent activities through manual means. 
Data analytics can be used in such areas to defend against fraud and 
management override by performing a more extensive search for unusual 
ledger activity to identify red flags.
Risk and fraud detection 
Risk management can be supported by analytics in several ways. For instance, 
analytics may help to predict which customers are most creditworthy. 
It may also help in bad debt recovery. Even though bad debt recovery is 
typically based on the delinquency status of customer account, with a better 
understanding of customer circumstances and appropriate intervention, it 
may improve recovery rates and reduce cost. 
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In addition, analytics may help in fraud risk assessment by shaping the 
performance of specific audit procedures to address fraud risks. There is a shift 
from manual-based towards analytics-based fraud investigation. Traditionally, 
corporate fraud detection tends to rely heavily on the manual skills of the fraud 
investigation team using experience, instinct, and persistence to analyse data 
related to the fraudulent activity. Nevertheless, the sheer volume, velocity 
and variety of data that are now being generated every day in a corporation 
are likely to overwhelm fraud investigators’ best attempts at data analysis. 
Therefore fraud detection has to evolve to be more technology-centric so as 
to make better sense of data.
Even so, it appears that most companies have not utilised analytics to 
provide better fraud detection insights to management and board. According 
to EY’s 2014 Global Forensic Data Analytics Survey, only 7 per cent of the 
survey respondents are aware of any specific big data technologies and only 
2 per cent are leveraging data processing capabilities in their Forensic Data 
Analytics programmes. Besides the challenge of ‘digesting’ big data, there 
seems to be inadequate awareness and expertise in fraud analytics within 
businesses. 
A major reason that contributes to inadequate awareness of fraud monitoring 
and detection is the fact that there could be a false sense of security among 
businesses towards their risk exposure to fraud. This is possible as companies 
may not evaluate their internal controls regularly, hence overlooking or 
underestimating the sophistication of new fraud schemes and concealment 
methods, which often circumvent existing internal controls. In addition, being 
unfamiliar with fraud analytical tools that are available in the market could 
also mean businesses may not know what they are missing. Therefore it is 
important for businesses to know more about fraud analytics, and be familiar 
with fraud analytical tools that are available in the market. This will significantly 
improve overall effectiveness of fraud monitoring and detection in businesses.
Besides structured data, the availability of unstructured data sources such 
as text can also provide a wealth of analytical insights, from evaluating free-
text descriptions for suspicious payment activities in accounts payable or 
cash disbursement journals, such as “respect payment,” “friend fee,” “help 
fee” or “problem resolution” to electronic mail communications indicating risk 
areas where fraud intent may be present. For example, banks can analyse a 
customer’s current accounts, mortgages and wealth management (structured 
data) and spending habits/lifestyle of the same customer on blogs/discussion 
forums (unstructured data) to assess the customer’s credit worthiness and 
the likelihood of him or her committing fraud. This may also improve existing 
credit-rating methods. By analysing both structured and unstructured data, 
companies are able to identify concealed patterns in financial, non-financial 
and textual data that would not otherwise be detectable with structured data 
alone. 
Another example would be businesses may analyse unstructured data to 
investigate collusion. Unstructured data may reveal mismatches between 
the language people use when they are communicating confidentially to 
colleagues and when they are processing external transactions. The analysis 
of unstructured data is much more nuanced in the interpretation of language 
than is possible in the case of structured data.
A major challenge though, is the availability of fraud data analytics expertise. 
The reason is traditional audit and IT skills may not incorporate the more 
advanced data mining skill sets required for performing fraud analytics 
techniques. As such, it will be useful to have someone in the fraud investigation 
team who has big data and other advanced forensic technology skill sets 
to assist with gathering, validating and analysing the data and turning it 
into meaningful information. Ideally, this person should be someone who 
possesses database management and data analysis skills, in addition to 
anti-fraud and accounting-related skills. Furthermore, it will be useful to instil 
a fraud risk analytics culture within the business and develop processes for 
gathering, managing and reporting data in an efficient manner, as this will 
go a long way in establishing an effective fraud monitoring and detection 
programme.
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In addition, the support by accounting programmes in universities is crucial 
to leverage our efforts to produce more analytics talents. Accounting 
programmes in tertiary education recognise the importance of data 
analytics and some have enriched their accounting curriculums by exposing 
accounting students to topics such as visual, text and fraud analytics. To 
strongly promote analytics courses to accounting students, we need support 
from the accounting and auditing communities. To recognise the significance 
of technology, professional certification programmes may wish to introduce 
more analytics materials, and include them as part of certification completion 
criteria. 
Finally, greater effort must be made by the accounting profession to highlight 
the importance of analytics in accounting-related jobs. For example, with 
the emergence and rapid expansion of forensic accounting and business 
analytics, there is a great need for data mining skills, as well as forensic IT 
investigative skills. Consequently, the market needs to clearly signal the need 
for these skills in any job advertisement and position description.
The role of analytics in establishing an 
intelligent accounting function
Traditionally, the role of accounting function is viewed as that of a steward, 
rather than the catalyst for enterprise transformation and growth. ‘Back office’ 
is often used to describe the operating nature of accounting function. So in 
today’s complex and uncertain business environment, the main challenge for 
accounting function is how to contribute and even lead the enterprise growth 
strategies while ensuring effective risk management and stewardship of the 
enterprise. The aim is for accounting function to create the insights that help 
make better corporate decision making, while continuing to ensure effective 
control of the enterprise. To do so, traditional accounting departments 
may have to rely on data analytics to transform themselves into ‘intelligent 
accounting functions’. Intelligent accounting functions run their operations 
as cost effectively as possible, leveraging analytics to reduce accounting 
function’s operating costs; strengthening stewardship and control so as to 
establish a solid foundation to support growth. 
Analytics may play an important role in offering forecasting in an intelligent 
accounting function. For example, traditional annual business plans and 
periodic forecasts may not be enough in the context of intelligent accounting. 
Organisations need reliable, relevant and perhaps even real-time forecasting 
that is aligned with the changing needs of the businesses — robust scenario 
planning and sensitivity analyses. With reliable forecasting, companies can 
understand future scenarios, apply insights, and develop suitable strategies 
for response. By sharpening their focus on analysing data, forecasting trends 
and supporting business decisions that improve performance, accounting 
functions may become more intelligent, forward-looking and value-adding 
partners to business. 
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